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PRIVACY, SECURITY AND ACCESS POLICY
Introduction

The PGDS recognises the need to assure owners of property covered by the Parks & Gardens UK database that it has properly addressed the concerns they might have on issues of security, privacy, and trespass.  Our Privacy, Security and Access Policy is as follows:

Access

1. It is of great importance that, where properties are not open to the public, owners are not disturbed by trespassers as a result of the Parks & Gardens UK project. 
2. Owners of parks and gardens which are recorded for the purpose of inclusion on the database will be asked for permission to include information on their property if it is not already in the public domain.
3. Details of private ownership of parks and gardens will be kept confidential if we are requested to do so.
4. Our website will say clearly on every property entry, at the top of the page, whether any particular property is open to the public or not. 
5. In addition, there will be a clear statement on the PGDS Website Home Page that users should refer to each individual entry to see whether a property is open to the public or not. Users of the database should not attempt to visit a property which is not open.
6. Where a property is regularly open for a substantial part of the year, we will say that it is “open during advertised hours” and we will provide contact information when possible for visitors, including a link to any website belonging to the property. Potential visitors should check with the property’s website or directly with the property for opening times. 
7. Where public access is restricted, for example only to members of a County Gardens Trust, or by appointment, wording will be agreed on a case by case basis directly with the property.  (For example “Open occasionally under the National Gardens Scheme, see www.ngs.org.uk” or “Open by written appointment, contact x”, etc.)
Collecting information 

8. All those collecting information and photographs for the PGDS will be instructed not to trespass on land which is not public, and this will be built into the instructions given to all staff and volunteers.  If researchers wish to visit a property or feature, other than via a public road or footpath, they will always write to the owner in advance.  If the owner does not wish them to collect information or images, they will not do so.  

Security

9. Any information of a sensitive or confidential nature, for example details of statuary or rare or valuable plants, which is included on the database will not be made available on the website without the express permission of the property owner. 
10. Where such information is held on the database this may be requested by researchers. In all such cases the requests will be passed on by the PGDS via the appropriate County Gardens Trust or other body to the property owner for their approval before the information is released. Details of persons requesting this information will be retained for security purposes, whether or not they are given the information requested.

Opting-out

11. We recognise that some owners will have concerns about security and privacy and so we have an opting-out procedure as follows:

(a) No opt-out (the default position):  we hope that most owners will be satisfied by the safeguards set out above and will not opt out, in which case the website will show everything on the database other than vulnerable items as above and any personal details such as the names or details of current owners.

(b) Barring specific fields on the database:  we are able to have information on the database hidden completely from anyone other than the database administrator (see Data Security below).  In these cases if we receive a request for further information from a researcher, we will write to the owner asking his/her permission for us to give access to that person only.  If the owner does not wish us to release all or part of the information sought, we will not do so.

(c) Minimum entry only:  all that appears on the website is a very brief (one or two sentence) description.  If an owner is unhappy with the exact text shown, we can amend this on request.

User registration

12. All those who wish to contribute data and information to the website will be required to register their name and email address to receive a user ID and password. Please refer to our full Terms and Conditions on the website for further detail. 
Data Security

13. We take data security very seriously.  Where data is confidential by virtue of Data Protection or other law (or it is flagged on the PGDS database as confidential, as above), it will be fully protected and available only to (of necessity) the database administrators, and– only where the owner’s consent has been obtained, as above – to researchers.  It will be fully protected from access by anyone else.
Data Protection Law

14. We will comply fully with the Data Protection Act 1998, and will follow all the requirements of that Act in how we handle personal data, in particular:

· We will process any personal data we hold in a lawful and fair manner.
· Personal data will only be used for the purpose for which it is collected. 
· We will keep personal data secure to prevent any unauthorised access by third parties. 
· Personal data will not be sold or passed on to any other organisation without express consent. 
· Personal data may be disclosed if we are required to by law, or as a result of a lawful request by government or a law enforcement authority.

